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The (simplified and expected) process of collecting and processing data in consumer smart devices. All steps with active 
encryption are denoted with (e).

The Flow
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Consent? Yes.
Notice? Notice?????
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Security

Safety

Healthcare

Energy Management

Entertainment

Assistance/Appliance

Smart 
Home

Wearables

Control 
Interface

Watch, glasses, ring

Camera doorbell, motion sensor, lock

Smoke & CO detector

Sleep monitor, heart rate monitor

Lights, blinds, temperature control

TV, speakers, photo display

Power outlet, fridge, vacuum cleaner

Smartphone, voice-controlled speaker

Consumer
Smart Devices

Categories Existing “smart” examples

Sensors:

Environmental: barometers, photometers, 
and thermometers.

Position: orientation sensors and 
magnetometers.

Motion: accelerometers, gravity sensors, 
gyroscopes, and rotational vector sensors.

Other: heart-rate monitor, microphone, 
camera, pressure pad, smoke detector, etc.

What’s a smart device doing?
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We hope they’re 
encrypting our data
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◈ A 2019 research from Northeastern University & Imperial College on home smart 
devices found:

� 72/81 devices shared data with third parties – including IP addresses, location data, 
and user habit.

� “All devices expose information to eavesdroppers via at least one plaintext flow, 
and a passive eavesdropper can reliably infer user and device behavior from the 
traffic (encrypted or otherwise) of 30/81 devices.”

◈ Wearables send a MAC address that every Bluetooth/Wi-Fi connected device has

◈ Anonymization: doesn't work if you’re just removing the name.

Security, Encryption & Transmission





The New York Times were able to obtain location data on an individual’s smart phone without knowing their name but were 
able to deduce who they were from where they go to in the morning (work) and where they return to at night (home).



Solutions (besides engineers):

◈ Open-sourced privacy tools? E.g. Google open-sourced differential privacy. 

◈ Higher user standards?

� No one likes 2FA & strong passwords but we need it

� Customers unwilling to pay for devices with better processors that can handle 
end-to-end encryption vs. cheaper alternatives.

◈ Policies?

� GDPR: rights to access, rectify, remove, transfer, or restrict data processing. 

� CCPA: protects Californians with rights to access, delete, opt-out of the sale of personal 
data.

Security & Encryption
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Ooh boy do I have 
stories to tell



What can you infer from the data?

In academia:

◈ Activities: Research in 2012 collected raw sensory data from smart home devices 
and wearables, labelled them with activities (running, sleeping, or eating), then 
trained models to do the same recognition with accuracy up to 100%(?)

◈ User’s biological traits: Using sensory data from smartphone and wearables.





The (Utopian) Future

◈ Ambient Intelligence – a whole environment that “can extrapolate behavioral 
characteristics and generate pro-active responses.”

� Context awareness, personalization, adaptivity and anticipatory behavior

� “People-empowering smartness” instead of a “system-centric, importunate and 
automated smartness” system

� Empower people with control and freedom, especially for semi-autonomous people such 
as elderly or disabled people.

◈ Choice: Automated (pre)processing & aggregation of data vs. human intervention 
& decision making.

� Need transparency in data processing & trust.



Data aggregation & mining
(because data from your smart devices alone isn’t enough)

Reality check!











◈ “Trustev, an online identity verification and fraud prevention company evaluates 
digital transactions for clients in financial services, government, healthcare, 
and insurance in real-time by analyzing digital behaviors, identities, and devices 
such as phones, tablets, laptops, game consoles, TVs, and even 
refrigerators.”

◈ Insurance assessment

◈ Credit score calculation

◈ Risk assessment for inmates

◈ Hiring decisions

◈ Home and auto loans

◈ “Custom audiences” for targeted & behavioral advertising

What’s your data powering?



◈ Mirai botnet & DDoS 
attacks



Ring & surveillance

◈ Smart (read: camera & internet connected) 
doorbell company owned by Amazon 

◈ Has over 600 partnerships with law enforcement 
agencies (by Dec 2019)

◈ Law enforcement gets access to an interactive 
map with approximate location of all Ring devices 
in an area.

◈ Ring coaches police on how to convince people to 
give their camera footage to police without a 
warrant.

◈ According to a memo obtained from the police 
department of Pomona, CA, when camera owners 
are "uncooperative or unavailable," officers are 
instructed to contact Ring and request that the 
captured video be preserved.



Back to Data Collection

◈ Data minimization – collect only data for disclosed purpose

� GDPR requires for sensitive data, but no US laws does

� Doesn’t account for data that can be mined

� Doesn’t help with machine learning’s need for large amounts of data.

◈ On-device processing

◈ Alternatives?



Thoughts?

Internet-connected 
everything?

(Picture: smart toilet with 
built-in speakers, ambient 
lighting, and Amazon Alexa 
support)
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