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The Flow

Server/
Cloud

Data Collection Processing (e)

Notice &
Consent

Storage (¢e)

Encryption (e) Transmission (e)

The (simplified and expected) process of collecting and processing data in consumer smart devices. All steps with active
encryption are denoted with (e).
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Consumer
Smart Devices

What's a smart device doing?

Existing “smart” examples

Control

Security

Camera doorbell, motion sensor, lock

Smoke & CO detector

Healthcare Sleep monitor, heart rate monitor

Energy Management

Lights, blinds, temperature control

Entertainment TV, speakers, photo display

Assistance/Appliance B8  Power outlet, fridge, vacuum cleaner

Interface

Smartphone, voice-controlled speaker

Watch, glasses, ring

Sensors:

Environmental: barometers, photometers,
and thermometers.

Position: orientation sensors and
magnetometers.

Motion: accelerometers, gravity sensors,
gyroscopes, and rotational vector sensors.

Other: heart-rate monitor, microphone,
camera, pressure pad, smoke detector, etc.
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We hope they’re
encrypting our data
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- From/to the Internet
- Between devices




Security, Encryption & Transmission

» A 2019 research from Northeastern University & Imperial College on home smart
devices found:

o0 72/81 devices shared data with third parties — including IP addresses, location data,
and user habit.

o “All devices expose information to eavesdroppers via at least one plaintext flow,
and a passive eavesdropper can reliably infer user and device behavior from the
traffic (encrypted or otherwise) of 30/81 devices.”

» Wearables send a MAC address that every Bluetooth/Wi-Fi connected device has

» Anonymization: doesn't work if you're just removing the name.



IMC ’19, October 21-23, 2019, Amsterdam, Netherlands

Category

Cameras

Smart Hubs

| Home Automation

Ren, J. et al.

Appliances

Devices
Nys=46
Nyk=35
Nusnuk=26
Nusuuk=81

Purpose

Interaction
Experi-
ments

®= Amazon Cloudcam

B= Amcrest Cam

==K Blink Cam

==K Blink Hub

Zk= Bosiwo Cam

ZI= D-Link Cam

BE= Lefun Cam

B= Luohe Cam

®= Microseven Cam

==K Ring Doorbell

=R Wansview Cam

=h= WiMaker Spy Camera

=1= Xiaomi Cam

B=E Yi Cam

E= ZModo Doorbell

Devices offering or supporting
a camera that can be accessed
remotely such as smart cameras
and doorbells.

Move in front of camera, watch
remotely, record video, take pic-
ture, ring (doorbells).

EEE Insteon

==k Lightify
BEE Philips Hue
Bk Sengled
==K Smartthings
E= Wink 2

=K Xiaomi

Devices designed to
integrate non-Wi-Fi
wireless devices into
an IP network.

Turn on/off, change
brightness/color,
move in
movement sensor.

front of

E= D-Link Mov Sensor
E= Flux Bulb

=I= Honeywell T-stat
=K Magichome Strip
=R Nest T-stat

== Philips Bulb

=k TP-Link Bulb

=K TP-Link Plug

=K WeMo Plug

&= Xiaomi Strip

Wi-Fi sensors and actu-
ators such as switches,
bulbs, movement sensors.

Turn on/off, change bright-
ness/color, move in front of
movement sensor, change
temperature (thermostats).

=K Apple TV

B=E Fire TV
B IGTV
=K Roku TV

=K Samsung TV

Smart TVs

and

devices designed to
connect to TVs via

HDML

Browse ment
command,
volume.

1, voice
change

=I= Allure with Alexa
==k Echo Dot

EEE Echo Spot

==K Echo Plus

=K Google Home Mini
=k= Google Home

®= Invoke with Cortana

Smart speakers offering a
voice assistant.

Voice command, change vol-
ume.

==K Anova Sousvide
E= Behmor Brewer
E= GE Microwave
== Netatmo Weather
E= Samsung Dryer
E= Samsung Fridge
E= Samsung Washer
1= Smarter Brewer
E= Smarter iKettle
==K Xiaomi Cleaner
E= Xjaomi Rice Cooker

Home appliances that offer
remote control.

Start, stop, change temper-
ature, view inside (fridge),
voice/volume (fridge).

Table 1: IoT devices under test. From top to bottom: IoT devices by category, their common purpose within the category, and
the interaction experiments we performed (if available) on all the devices within the category. Flags indicate the presence of
the device in the US, UK, or both testbeds.
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The New York Times were able to obtain location data on an individual’'s smart phone without knowing their name but were
able to deduce who they were from where they go to in the morning (work) and where they return to at night (home)



Security & Encryption

Solutions (besides engineers):

+» Open-sourced privacy tools? E.g. Google open-sourced differential privacy.

» Higher user standards?

0 No one likes 2FA & strong passwords but we need it

o0 Customers unwilling to pay for devices with better processors that can handle
end-to-end encryption vs. cheaper alternatives.

« Policies?

0 GDPR: rights to access, rectify, remove, transfer, or restrict data processing.

0 CCPA: protects Californians with rights to access, delete, opt-out of the sale of personal
data.



Ooh boy do I have

Server/ stories to tell
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What can you infer from the data?

In academia:

¢ Activities: Research in 2012 collected raw sensory data from smart home devices
and wearables, labelled them with activities (running, sleeping, or eating), then
trained models to do the same recognition with accuracy up to 100%(?)

¢ User’s biological traits: Using sensory data from smartphone and wearables.



TaBLE 3: Personal trait prediction.
Features Algorithm Traits Results
71.2% for gender using IBk,
; ; 85.7% for height using ANN,
7
Wielgnt:Jiclght.and geotier and 78.9% for weight using
IBk
More than 96% for

User identification . ) .
identification

Work Sensor

ANN, J48 decision tree algorithms [187],

Fimesdonaln testures and instance-based learning (IBk) [188]

[186]  Accelerometer
K-mean nearest neighbor
AN, nearest nelighbor, .SVM’ grz}dxent sp i ; s More than 92% for SVM and
descent bp, Euclidean distance, linear Classifying children from : —
ey . J 89% for linear discriminant
discriminant analysis, and another 5 adults analvsis
algorithms !

Delay and duration of pressing SVM
e XSRS
Decision tree (number of keys), SVC linear R 80% foe the riumber of figers,
5 ’ 75% for age, and 60% for

29 features including: special keys, total keys pressed, kernel (age), SVC linear kernel (gender),
logistic regression, K-nearest, and gender, and age gender

number of backspaces used, edit distance, total
completion time, average time between keys ; E
P 5 d Gaussian NB
71% accuracy for logistic

Gender classification .
regression

Accelerometer ; ; ;
[182] Time-domain features, touch pressure, and size
and touchscreen
Delay between pressing two different keys

Accuracy of 91%

[77] Touchscreen
Gender classification

Touchscreen

Touchscreen,
accelerometer,
and gyroscope

Touchscreen . .
esturest 14 gesture features, total length, total time, width,
[189] g s e height, area, pressure, speed, acceleration, arc SVM, logistic regression, naive Bayes, J48
&Y pe distance, and angle start to end
accelerometer

[190] Fingerprint

Accuracy exceeded 88%

Wavelet features and singular value decomposition K-nearest
C "0, s
o Thumb length and users’ A.ccuracy oL72% of the
Statistical : relation between thumb length
height .
and height

Gender classification

Swipe gesture speed in four directions and other

(87] Touchscreen features from [189]




The [Utopian] Future

¢ Ambient Intelligence — a whole environment that “can extrapolate behavioral
characteristics and generate pro-active responses.”

o0 Context awareness, personalization, adaptivity and anticipatory behavior

0 “People-empowering smartness” instead of a “system-centric, importunate and
automated smartness” system

0 Empower people with control and freedom, especially for semi-autonomous people such
as elderly or disabled people.

¢ Choice: Automated (pre)processing & aggregation of data vs. human intervention
& decision making.

0 Need transparency in data processing & trust.



Reality check!

Data aggregation & mining

(because data from your smart devices alone isn’t enough)
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ORACLE

One of the world’s largest
IT companies

ORACLE
DATA CLOUD

ORACLE
DATA CLOUD

aggregates data on billions of consumers

CROSSWISE

identifies individuals

across billions of PCs,

phones, tablets, and
TVs

Phone
Numbers

Postal —
Addresses

DATALOGIX

collects purchase data
from 1,500 large
retailers

ADDTHIS

tracks 900 million
users across 15 million
websites as well as
1 billion mobile
users

1Ds

y
Social Data

" Oraclé analyzes
700 million messages
¢ from social media
Q’nd blogs daily

BLUEKAI

Data management
platform and data
marketplace

Clients can combine their own
customer data with profile data
from Oracle and its partners,
and then share and utilize itin
many ways

Profile and sort
customers

Measure how
people behave

Personalize
content & offers

Find and target
people

/
Set-top

Email
Addresses

Cookie
IDs

provides “audience

data” for
on 16 bil

payments in the US

User
Accounts

/

Mobile

Addresses

Visa MasterCard

provides data based
profiling, based on payments from card
lion credit card holders that can be

“associated with cookie

populations”

i-Behavior
Has purchase and psycho-
graphic data on 339 million
people from 5,820 data
providers in the US,

Canada, UK, France,

Acxiom
s up to 3,000 data
s about 700
ion people, in

from the US, UK, and

Lotame
Collects profile data
about website visitors and
mobile app users linked
to 3 billion cookies and
1 billion device IDs

FACEBOOK

> to help the platform better
sort and categorize its users

> to let Facebook track what its
users are purchasing in stores

> Oracle also sends its clients’
customer data to Facebook to
find and target them on the
platform

cinemas

Proxama
Detailed location data
collected using Bluetooth

beacons placed across

malls, stadiums

Experian

Has data on 700 million

and Brazil
people in America, Europe

and Asia, including

Wformat

financial ir

and purchase data

TransUnion

Has data on 1 billion people
in America, Africa, and

Asia from 90,000 sources

including financial

nstitutions

PlacelQ

Collects location data,
movement patterns, and
activity profiles from
100 million mobile
devices

VisualDNA
Psychographic profiles
about 500 million users in
the US, UK, Germany, Russia,
A and other regions, in part

X based on online
quizzes

buses, trains, stores,




DATA BROKERS HAVE EXTENSIVE PROFILE INFORMATION ON ENTIRE POPULATIONS

Examples of data on consumers provided by Acxiom and Oracle

Nabisco Triscuit crackers
Starbucks coffee

Bayer pain relief products
Frozen ethnic foods

The actual number
ﬁ of purchases made
with a Visa credit
card in the last 24
months

Socioeconomic status

purchased student loans

mortgages
refinancing

Economic stability
45 years of historical

data on name changes
and residential history

One of nearly 200 “ethnic codes™

Age
Gender
Education

Employment
Political views
Relationship status
Number of children
Purchases

Activities

Media usage

@ Loans
Income
Net worth

Vehicles owned

Properties owned

Assimilation score

Catholic
Religion Jewish

Muslim

Arthritis
Health Cardiac health
Diabetic
Disabled

interests

ACXIOM
PROF“-E Alcohol & tobacco interests

Casino gaming & lottery interests

< Is a heavy Facebook user

likelihood
that
someone:

Ml «is a social influencer

' < is socially influenced

< has no formal banking
Lj relationships

B <hasno major
medical insurance

likelihood someone in a

= Purchases

Age gay & lesbian movies

Gender interested in air force
Education army

Occupation navy
marines

Number and age
of children

Income
% Debt

Net worth

lottery & sweepstakes

ecol
interested in CODY

political issues
such as

healthcare
homeland security
Hobbies immigration

Interests taxes

schools and financial aid
Credit card holders

by brand and type flights, hotels, car rentals

Expecting parents allergy relievers
New parents

ﬁ New movers

stomach issues
hearing assistance
heart failure
medical facilities

searched for

B SDOUE hanking Details about someone’'s home
and insurance policies person’s household is: -~ PR L«J e
. (‘) including the number of bedrooms

anill
credit granted multi-family !
A e

planning to planning to filing taxes Type of home . e " o
oS C
have ababy adoptachild inApril Moderate Very high protests strikes, boycotts
v prison or riots

Buying power military base names

abortion, legalizing drugs
or gay marriage

mobile home

Acxiom provides of up 3,000 attributes and scores
on 700 million people in the US, Europe, and other regions.

Oracle sorts people into thousands of categories
and provides > 30,000 attributes on 2 billion consumer profiles




EVERY INTERACTION...

click

swipe

video view
registration
app install
like

move

share

post
purchase

call center call

TRACKING, PROFILING
AND AFFECTING PEOPLE
IN REAL-TIME

Data and analytics
collecting information from stores.
websites, apps, wearables, TVs, ...

...AND CAN AFFECT:

which content is shown
which ads are displayed
which products are listed
which prices are offered

which options and choices
are available

which payment or shipping
methods are offered

how someone is being
treated as a customer

how a company tries to
shape someone’s behavior

how personal biases and ‘
weaknesses are exploited s

whether someone is
excluded or singled out

... whether someone is
rejected by banks, insurers,
employers, landlords?

—
——

P ———— -

1
/

- —————— - ———— -

Proﬁlt data about people is distributed
among different companies, but gets
linked and combined in real-time.

® Cracked Labs CC BY-SA 4.0




What's your data powering?

“Trustev, an online identity verification and fraud prevention company evaluates
digital transactions for clients in financial services, government, healthcare,
and insurance in real-time by analyzing digital behaviors, identities, and devices
such as phones, tablets, laptops, game consoles, TVs, and even
refrigerators.”

Insurance assessment
Credit score calculation

Risk assessment for inmates
Hiring decisions

Home and auto loans

“Custom audiences” for targeted & behavioral advertising



Mirai botnet & DDoS

attacks




Ring & surveillance

Smart (read: camera & internet connected)
doorbell company owned by Amazon

Has over 600 partnerships with law enforcement
agencies (by Dec 2019)

Law enforcement gets access to an interactive
map with approximate location of all Ring devices
In an area.

Ring coaches police on how to convince people to
give their camera footage to police without a
warrant.

According to a memo obtained from the police
department of Pomona, CA, when camera owners
are "uncooperative or unavailable," officers are
instructed to contact Ring and request that the
captured video be preserved.

rING + IACPE

Shaquille O’Neal and Chief Inventor, Jamie Siminoff, are throwing

a party at the House of Blues Chicago and you're invited.




Back to Data Collection

+ Data minimization — collect only data for disclosed purpose

1 GDPR requires for sensitive data, but no US laws does
0 Doesn’t account for data that can be mined

o Doesn'’t help with machine learning’s need for large amounts of data.

¢ On-device processing

+ Alternatives?



Thoughts?
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