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Who Am I?

• Princeton Class of 2020

• Former INTERFACE member 

(since SEoCS)

• I read privacy policies

• INTERFACE Meme Chair 

Emeritus





• Privacy is a human right

• Digital privacy is 

complicated

• Business models of Big Tech

• Moved: Fast. Things: Broken

• Reactive approaches to violations and 

their consequences

• Legislative lag

• Huge space for discussion

• Advertising paradigms

• Privacy and Security

• Privacy and Ethics

• Privacy and Philosophy

• Targeted ads and free will

Privacy: 

A Primer



• An overview of:

• Who collects your data

• Why they collect your data

• How they collect your data

• How to minimize data collection

• Best practices when online

• Which tools and technologies to use

• How privacy-preserving tech works

• Trade-offs

• Financial

• Convenience

• Security

What To 

Expect





• Who collects your data?

• Everyone

• Who gives your data to 

others?

• Almost everyone

• Who can you avoid?

• Most third-parties

• Who can’t you avoid?

• (Unless you go to extremes)

• One of Google/Apple/Microsoft

• Zucc

The Data 

Ecosystem



• The entity whose 
service/device you are using

• Many legitimate uses!

• Diagnostics

• User Verification and Security

• Product and UX improvement

• Give data to second parties 

• Consultants, service providers etc

• Several not-quite legitimate 
uses

• Preemptive/speculative data 
collection

• Amazon and Kindle:  
https://www.theguardian.com/tech
nology/2020/feb/03/amazon-
kindle-data-reading-tracking-privacy

First 

Parties



• Read the terms!

• Privacy Policy != ToS

• ToS;DR (https://tosdr.org/)

To Use 

Or Not 

To Use?



• https://www.paypal.com/ie/webapps/mpp/ua/third-parties-list



• https://www.paypal.com/ie/webapps/mpp/ua/third-parties-list



• Read the terms!

• Privacy Policy != ToS

• ToS;DR (https://tosdr.org/)

• The Verge: Accept to Continue

• Limiting first-party 

collection: general tips

• Privacy settings

• Disable crash reporting (devices 

and apps)

• Disable analytics

• Improving voice/text services

To Use 

Or Not 

To Use?



• Data collected by:

• Manufacturer (OEM)

• OS Vendor

• Installed applications

• Preventive measures:

• Clean install (Windows)

• Disable optional data collection 

Your 

Device? 

OUR 

Device





• Data collected by:

• Manufacturer (OEM)

• OS Vendor

• Installed applications

• Preventive measures:

• Clean install (Windows)

• Disable optional data collection 

• Alternatives:

• Linux-based operating systems

• Some of these are also very 

commercialized

• Non-OEM Linux will generally 

prevent OEM tracking

Your 

Device? 

OUR 

Device



Not-So-

Private 

Browsing

• Cookies

• First Party – set by the site that you 

visit

• Third Party – set by a different site

• Enables cross-site tracking





Not-So-

Private 

Browsing

• Cookies

• First Party – set by the site that you visit

• Third Party – set by a different site

• Enables cross-site tracking

• Can be blocked on every browser

• Safari blocks all by default

• Google plans to block all on Chrome

• Third party cookies are 
everywhere

• Google – 74% of porn sites 
(https://www.nytimes.com/2019/07/17/op
inion/google-facebook-sex-websites.html)

• Blocking them is the bare minimum

• Newer, better technologies

• “Facebook Pixel”

• https://www.nytimes.com/interactiv
e/2018/12/10/business/location-
data-privacy-apps.html





Not-So-

Private 

Browsing

• Digital Fingerprinting

• Gathering browser characteristics 

that are collectively unique

• User agent string

• Installed fonts

• CPU and GPU details

• “Canvas hash”

• Test at 

https://coveryourtracks.eff.org/

• Anti-fingerprinting

• Built-in measures in some browsers

• Blocking script execution

• Blocking tracking domains



Not-So-

Private 

Browsing

• Privacy-preserving browsers

• Firefox*

• Tor (https://www.torproject.org/)

• Privacy + anonymity

• Slow, impractical for regular use

• Brave (https://brave.com/)

• Built-in adblocker

• Similar features to Firefox, enabled 
by default

• Pay users in crypto to watch ads

• Ad overlaying controversy

• Anti-tracking extensions

• uBlock Origin, Privacy Badger

• List-based blocking

• NoScript

• DecentralEyes – CDN emulation



Not-So-

Private 

Browsing

• Search Engines

• Use search terms for targeted 

advertising

• Build profile, deliver targeted ads

• Private Search Engines

• DuckDuckGo 

(https://duckduckgo.com/)

• Uses Bing search results

• Non-targeted ads

• ‘Bangs’ for anonymized queries

• StartPage

(https://www.startpage.com/)

• Uses Google search results

• Non-targeted ads





• Data collected by:

• Manufacturer (OEM)

• OS Vendor

• Installed applications

• Uninstallable applications

• Chrome runs in background on 

Android phones

• Precise Location Tracking

• Turn off location when not in use

• Manage background permissions

• Advertising Identifier 

(IDFA/AAID)

• Replaced Apple’s UDID in 2012

Trackers 

In Your 

Pocket



• IDFA Opt-Out

• Announced 2020

• Delayed to Spring 2021

• Opt-In to Share IDFA with 

advertisers

• Cannot penalize customers for 

opting out

• Cannot replace IDFA with other

identifier

• Enforcement, penalties unclear

• 70% of iOS users share IDFA

• Estimated drop to 10 -15%

• Facebook launched ad campaign 

against it

• Exploring legal options

Trackers 

In Your 

Pocket





• Software Development Kits

• Google Analytics SDK

• Facebook Analytics

• User profile augmented with app 

usage data

• “Off-Facebook Activity”

Trackers 

In Your 

Pocket



• Click the arrow in the top 

right of Facebook.

• Select Settings & Privacy, 

then click Settings.

• Click Your Facebook 

Information in the left 

column, then click Off-

Facebook Activity.

Trackers 

In Your 

Pocket



• Software Development Kits

• Google Analytics SDK

• Facebook Analytics

• User profile augmented with app 

usage data

• “Off-Facebook Activity”

Trackers 

In Your 

Pocket



• App privacy labels (Apple)

• All apps required to classify how they 

collect user data

• New apps, old apps on next update

• Google waited 2 months

Good 

Apps, Bad 

Apps





• Messaging Apps

• iMessage

• End-to-End encrypted

• iCloud backups use Apple’s keys

• Signal

• End-to-End encrypted

• Signal protocol

• Open Source

• Telegram

• End-to-End encrypted

• More chat-like features

• Not Open Source

Good 

Apps, Bad 

Apps



• Email Apps

• Most major email providers scan 
your email

• https://www.zdnet.com/article/yan
dex-said-it-caught-an-employee-
selling-access-to-users-inboxes/

• Protonmail

• Zero-knowledge mailbox (SRP protocol)

• Open-source

• End-to-End encryption between users

• Encrypted message sending to outside 
users

• Based in Switzerland

• Tutanota

• Similar to Protonmail

• Encrypted headers, proprietary 
messaging protocol

• Based in Germany

Good 

Apps, Bad 

Apps



• Barriers to switching

• Loss of convenience

• Big Tech services have better 

funding, better design (in general)

• Search results are less relevant for 

privacy-preserving services

• Limited userbase

• Low uptake of privacy-preserving 

apps

• Nobody can spy on you…

• … but there’s nobody to talk to 

• Private options cost more

• Email: storage is more expensive

• Cost of Apple devices

• When you’re not the product, you 

have to pay up!

It’s Not 

Easy 

Being 

Private


