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Disclaimer

• These are strictly my personal views and not those of any employer, past, 
present, or future



What does surveillance look like?









Telco Evolutions

• Manual -> electronic switching


• Switched network -> packet-based network


• Static phones -> mobile devices


• 1G to 5G: Analog to digital and packet-only standards


• 5G: More towers, better throughput





You’re already pwned

• Govs require telcos to implement lawful intercept capability for calls and data 


• Identity: All cellular devices are traceable through providers’ subscriber DBs


• Those DBs contain your IMSI, name, address, and billing info


• Location: IP geolocation, WiFi fingerprinting, cell site simulation, telco data 
collection


• Relationships: network analysis on telco location data, social media, etc.



Who’s doing the surveilling?



Foreign Surveillance

• Satellite and cell phone 
surveillance, Kunar Province, 
Afghanistan


• Operation Haymaker: JSOC 
drone campaign in Kunar


• Lawful Intercept Section, 
National Directorate of Security, 
Afghanistan



What goes around, comes around.



Domestic Surveillance

• George Floyd riots, Minneapolis, May 2020.


• Capitol riot, January 6 2021.











Is there a solution?



A Private and Secure Telco

• Own your own infrastructure: HW, SW, and data links


• Keep as little data as possible


• Avoid prosecution from all Earthly gov’ts


• ???


• Profit!



The Prime Suspect?





Questions?
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